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INTRODUCTION 


Risk  is  an  essential  component  of  living.  In  fact,  all  the  creatures  of  this  planet  must 
 continuously examine, evaluate and asses the environment in which they live, Adaptation 
 with  any  environment  needs  information  processing  and  analyzing  than  adapting  to 
 changing conditions. 


Thus, life advances and progress. For example, when people moved from small towns to 
 bigger cities during the industrial revolution, they had to adapt to a new risk environment. 


However,  the  ensuing  sophistication  of  exchange  cause  the  appearance  of  new 
 opportunities  and  people  were  able  to  improve  their  standard  of  living.  The  majority  of 
 people are considered as risk-averse, by nature they mainly tend to be pessimists and look 
 at the negative part of risk. Subsequently, forget about the positive side and opportunities 
 represented by a well-considered risk management program. 


In business, it is not wrong if the organization incurs some of losses, as long as the company 
 is properly anticipated, managed, and generated profit from its activities is compensating 
 for the losses, generally known, companies operate in progressively dynamic, complex, and 
 unpredictable standards (McMullen and Shepherd, 2006). Thus, it is primordial to explore 
 and manage related risks (Alchian, 1950). 


Organizations  are  exposed  to  wide  range  of  risks  from  their  internal  and  external 
 environments. For the long-term survival, managers should establish strategies to manage 
 risks. Risk management strategies are improved by the culture of the organization, and this 
 can be maintained by implanting a culture of good values, believes, norms and attitudes. 


Risk  management  has  important  impact  on  competitiveness  and  business;  it  allows  the 
 development  of  a  strategy  to  reduce  potential  losses  while  considering  potential 
 opportunities (Radner and Shepp, 1996). 


The global markets today witness changes that create enormous risk to organizations, and 
 this  require them to  have mechanisms to  solve their problems  in  a professional  manner. 


Thus,  risk  management  is  a  primordial  aspect  of  any  organization.  However,  proper 
 strategies need to be created and established to ensure the survival of organizations in the 
 unstable  market  environments  (Jafari,  Rezaeenour,  Mazdeh,  &  Hooshmandi,  2011). 


Therefore, risk management involves setting goals and objectives and ensuring that they 
are  achieved  in  the  most  effective  manner,  managing  change  that  is  brought  by  the 



(12)introduction of new strategies, managing cultural and technological diversity among other 
 tasks. Risk management covers various activities and aims at establishing better strategies 
 of promoting the success of an organization. 


Within  large  organizations,  it  is  much  easier  to  manage  risk  through  expert  board  of 
 directors (Watt, 2007). In the other hand, for small and medium-sized enterprises, the lack 
 of dependable mechanisms and the limited resources to improve risk management activity 
 is a crucial challenge for them. 


The task of managing risk in SME’s is more often done by the owner of the company and 
 could have some help from small management team which makes it very difficult to deal 
 with economic risk. Furthermore, our focus on this thesis will be on small and medium-
 sized  enterprises  (SMEs),  as  we  know  its  vital  role  in  the  economic  development  of  all 
 nations worldwide.it is also considered as the engine of economic growth. 


The master thesis aims to concentrate on economic risk management in small and medium- 
 sized enterprises  in the Czech Republic. According  to the topic, the theoretical  part will 
 cover the main aspects of risks and risk management in SMEs, and its importance in today’s 
 business environment, also the thesis will evaluate and assess the most significant problems 
 that occur in SMEs in dealing with such risks. 


Moreover,  the  research  will  include  the  literature  overview  on  how  risk  management  is 
 handled in SMEs in the Czech Republic. 


The analytical part consists of the current information about Czech business environment, 
 followed  by  the  results  of  the  survey  conducted  among  Czech’s  different  SMEs.  The 
 questionnaire  will  cover  questions  related  to  risk  management  and  risk  assessment  for 
 SMEs that will be answered and based on it there will be a conclusion gathered from the 
 empirical  part  of  the  thesis  that  will  technically  serve  to  elaborate  and  come  up  with 
 solutions and recommendations to fix the problems or minimize their effect faced by SMEs 
 in the Czech Republic. 


. 
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OBJECTIVES AND METHODOLOGY 


Risk management has been always the core attention of all the time economists. However, 
 there is a lack of attention to the risk management in SME’s, this category of enterprises is 
 treated same as large enterprises, regardless the financial and structural differences which 
 create confusion in understanding and dealing with risk management concepts. 


In order to dig into Risk management in SME’s the key research questions to be answered 
 are: 


RQ1: What are the key factors that have influenced risk management practices in the main 
 Industries of Czech Republic SME’s? 


RQ2: What are the methods and techniques used in the various steps of the risk management 
 process? 


RQ3: How is risk management incorporated into the company's organisational structure? 


Thus, the main objectives of the diploma thesis are: 


•  To perform Literature review defining the basic aspects of risk management, 
 and small and medium-sized enterprises (SME’s) 


•  To define methods and techniques used in the various steps of the risk 
 management process 


•  To compare the current supportive tools for SMEs in Czech Republic and the 
 ones abroad 


•  To identify the level of implementation of risk management tools in small and 
 medium-sized enterprises. 


•  To conduct the survey among SMEs in the Czech Republic. 


•  To create recommendations for helping small and medium-sized enterprises 
 after corona crisis. 


Considering the discussed objectives above, we conclude that by the end of this master thesis 
 there will be a created project and plan to support and orientate SMEs in Czech Republic on 
 how to manage risks and overcome it. 


The theoretical part of the thesis will aim to get more in depth in understanding the insights 
and areas of risk, its types and ways to manage it. Also, it will focus on marketing aspects 
in term of facing risk within SMEs in Czech Republic, thus, analysis of scientific literature 



(14)will be performed. In the practical part, the qualitative research technique will be used for 
 this study, with its carefully selected data gathering methods. As a result of the survey's 
 nature, primary data will be collected. The purpose of the questionnaire among SMEs in 
 the Czech Republic is to examine the present situation from the perspective of SMEs in the 
 Czech Republic, as well as to disclose their attitudes toward financial and market risk, risk 
 perception, and knowledge and interest in risk management programs. The survey will be 
 conducted online using Google forms and sent to companies (SMEs) in the Czech Republic 
 via email. Moreover, the differences and similarities between current supportive tools for 
 managing  Legal  and  operational  risk  among  small and medium  sized  enterprises  in  the 
 Czech Republic will be defined using best practices analysis and SWOT analysis.  


At the end, this will allow the research process to be approached systematically in order to 
 draw the right Recommendations and conclusion. 


The project part will be developed to introduce a helpful tool for developing and expanding 
SMEs’ resistance against different possible risks that harm them.  
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I.  THEORY 
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1.  RISK MANAGEMENT 1.1    Definition of risk 


Risk is a many-sided concept (Janney and Dess, 2006) clouded by various meanings, among 
 which there is limited agreement. This may be due to different measures seeking to deal with 
 different  phenomena  that  all  carry  the  same  name:  risk.  Usually,  Risk  is  associated  with 
 expected unfavorable effects; Also, the concept embraces expected positive effects and can be 
 considered as possible gain. 


In classical decision theory, risk is the probabilistic uncertainty of outcomes stemming from a 
 choice  and  regarded  as  reflecting  variation  in  the  distribution  of  potential  outcomes,  their 
 probabilities, and subjective values (Dickson and Giglierano, 1986; March and Shapira, 1987). 


Risk is defined as the probability of damaging and harmful consequences, or expected losses 
 (deaths,  injuries,  decrease  in  value  of  resources,  expenses  with  no  benefits,  disruption  of 
 economic  activity  or  environment  damaged)  resulting  from  interactions  between  natural  or 
 man-made disasters and vulnerable conditions (UN-ISDR, 2009, EC, 2011).  


Risk  management  is  defined  as  "the  effect  of  uncertainty  on  objectives,"  according  to  ISO 
 Guide  73:2009,  which  defines  generic  terms  related  to  risk  management  and  encourages  a 
 mutual and consistent understanding of the description of risk management activities as "the 
 effect of uncertainty on objectives." 


The following terms are related with risk, according to the guide: 


•  Objectives  will  have  completely  different  aspects  (such  as  monetary,  health  and 
 safety,  and  environmental  goals)  and  might  apply  at  completely  different  levels 
 (such as strategic, organization- wide, project, product, and process). 


•  Risk is usually characterized by relevancy potential events and consequences, or a 
 mix of those. 


•  Risk is usually expressed in terms of a mix of the implications of an {occurrence} 


(including  changes  in  circumstances)  and  also  the  associated  probability  of 
 occurrence. 


•  Uncertainty is a state of lack of information, understanding, or knowledge about an 
 event, its consequences, or likelihood, even if it is only partial. 


  



(17)In this concept, uncertainty arises from ignorance and lack of information or understanding 
 associated  with  an  event  and  its  consequences.  So,  the  term  "uncertainty"  refers  to  the 
 unpredictability  of  external  or  internal  variables  that  impact  corporate  performance  (R.  E. 


Miles and C. C. Snow) ( Pfeffer and G. R. Salancik) or the lack of information about these 
 variables(R. B. Duncan) (J. R. Galbraith). 


Below,  Schematic  representation  of  risk  as  the  multiplication  of  hazard,  vulnerability,  and 
 quantification of the exposed elements-at-risk. Hazards, vulnerability, and elements-at-risk, as 
 well as their interactions, are all mentioned. Using physical vulnerability data, this framework 
 focuses on the analysis of physical losses. 


Figure 1. risk as a multiplication  


Source: UN-ISDR, 2009, EC, 2011 



1.2    Risk types 


According to Risk realization impacts on a business and its environment it can be divided 
into  different  types,  in  the  following  we  will  summarize  and  combines  some  of  various 
authors’ work: 



(18)•  Strategic  risks:  are  those  that  affect  business  strategy  implementation,  they 
 arise  from  the  fundamental  decisions  that  directors  take  concerning  an 
 organization’s objectives. Moreover, strategic risks are the risks of failing to 
 achieve these business objectives. (simons 1999) 


•  Supply risks: The possibility that a company will lose money due to a lack of 
 raw materials to manufacture its products. In other words, it obstructs the inflow 
 of any type of resource needed to carry out operations; it's also known as "input 
 risk" (Meulbrook, 2000) 


•  Operational risk: "the risk of a change in value due to actual losses suffered as 
 a consequence of insufficient or failing internal processes, people, and systems, 
 or as  a consequence of external  events  (including legal  risk) that differ from 
 predicted losses." Has an effect on a company's capacity to develop and provide 
 goods and services internally. Has an effect on a company's capacity to create 
 produce goods internally. 


•  Customer  risk:  Smallman  categorized  it.  Human  technological  and 
 organizational risks are referred to as "direct risks." Customer risk is grouped 
 with factors like product obsolescence in the ‘product/market risk' category and 
 affects the likelihood of customers placing orders (smallman 1996) 


•  Asset impairment risk: Reduces utilization of an asset and can arise when the 
 ability of the asset to generate income is reduced(simons1999) 


•  Competition risk: the risk posed by the fact that there are frequently competing 
 companies on the market, each vying for the best position and consumer ratings 
 in order to gain the most benefits for themselves. 


•   Reputation  risk:  refers  to  the  possibility  that  negative  publicity,  public 
 perception, or uncontrollable events will have a negative impact on a company's 
 reputation,  affecting revenue. Due to  a loss of confidence, the  entire business 
 loses value. The issue with Nestle's baby milk and Shell's Brent Spar oil platform 
 disposal are two examples. (Shwartz and Gibb, 1999)  


•  Financial risk: is the risk of losing money on a business or investment venture. 


Credit risk, liquidity  risk, and operational  risk are some of the more common 
and distinct financial risks. Changes in financial markets can expose a company 



(19)to potential loss; it can also happen when specific debtors default. (Meulbrook 
 2000) 


•  Regulatory  risk:  Changes  in  regulations  affecting  the  firm's  business,  such  as 
 environmental regulations, expose the firm. Smallman classifies these risks as 


"indirect risks." 


•  Legal  risk:  Exposes  the  firm  to  litigation  with  action  arising  from  customers, 
 suppliers,  shareholders,  or  employees  (Bown  et  al.  (1998),  smallman(1996) 
 Meulbrook (2000) 


•  Fiscal risk: This arises as a result of changes in taxation (Meulbrook 2000) 
 Clearly all kinds of risk need to be assessed and treated. However, the priority for managing 
 with special form of risks could vary respect to size and sector of companies. 



1.3    Risk management 


All measures and activities taken to manage risk are referred to as risk management. On 
 the one hand, RM deals with balancing the conflicts that arise from exploring opportunities 
 and, on the other hand, avoiding losses, accidents, and disasters. (Men and Vinnem 2007). 


Risk management is concerned with all activities, conditions, and events that may have an 
 impact  on  the  organization's  ability  to  achieve  its  goals  and  vision.  For  example, 
 determining which activities, conditions, and events are important will be determined by 
 the company's goals and vision. 


Risk  management  is  divided  into  three  categories  in  many  businesses:  strategic  risk, 
 financial risk, and operational risk.       


Mergers  and  acquisitions,  technology,  competition,  political  conditions,  laws  and 
 regulations, the labor market, and other factors can all have an impact on strategic risk. 


Financial risk is a form of risk in which the market has an effect on the business's outcomes 
 (associated with changes in the value of an investment due to movements in market factors: 


the  stock  prices.  interest  rates,  foreign  exchange  rates  and  commodity  prices),  Credit 
problems  (associated  with  a  debtor's  inability  to  fulfill  agreed-upon  obligations)  and 
liquidity  issues  (reflecting  a  lack  of  cash);  the  challenge  of  selling  an  asset  in  a  timely 
manner, that is, quickly enough to avoid a loss (or make the required profit). 



(20)Operational  risk  is  a  type  of  risk  in  which  the  effects  for  the  company  are  caused  by 
 problems  with  safety  or  protection  (accidental  events,  intentional  acts,  etc.).  Top 
 management must be active in risk management implementation for an organization to be 
 competitive, and practices must be implemented on several levels. The following are some 
 critical considerations for success: (T.Aven 2002) 


•  Establishment of a risk management policy, that is, the concepts under which the 
 company identifies and manages risk. 


•  Establishing a risk management process for the company, that is, formal processes 
 and routines that the company must adhere to. 


•  Establishment  of  management  systems,  including  functions  and  duties,  to 
 incorporate the risk identification process into the organization. 


•  For the occurrence of different types of incidents, risk identification software and 
 recording systems are available. 


•  Communication,  preparation,  and  the  creation  of  a  risk  management  culture  to 
 improve organizational maturity, awareness, and inspiration. 


All economic entities face the risk of unexpected, harmful, and damaging events that can 
 cause loses to the company or even conclude to shut it down. Risk management is the key 
 factor  to  minimize  losses  that  comes  from  risks  and  the  element  that  can  prepare  the 
 organizations for unexpected unfavorable situations. 


The secret  behind  to  good risk management  is  not  just to  understand whether  a specific 
 event may occur or not but also, to understand the extent and roots of damage to the critical 
 processes of the organization. 



1.4    Risk assessment 


Risk assessment is a method of calculating the likelihood of damages by analyzing possible 
 threats  and  assessing  actual  vulnerabilities  that  could  endanger  land,  individuals, 
 livelihoods, and the environment on which they depend. (UN-ISDR, 2009). 


The overall process of risk assessment, risk interpretation, and risk management, according 
to ISO 31000 (2009), which is a Guidelines, offers standards, a structure, and a process for 
assessing risk assessment.  



(21)Risk  assessment  can  be  performed  in  a  comprehensive,  iterative,  and  inclusive  manner, 
 including stakeholders' expertise and perspectives. It should depend on the most up-to-date 
 knowledge available, augmented if required by additional research. 



1.5    Risk management process 


The risk management method entails applying rules, protocols, and strategies to tasks such 
 as  networking  and  advising,  defining  the  context,  and  evaluating,  handling,  measuring, 
 updating,  documenting,  and  disclosing  risk.  This  process  is  illustrated  in  Figure  and 
 explained in the following: 


Figure 2. Risk management process 


Source: ISO31000 


Risk identification: the procedure for identifying, recognizing, and describing the risk that 
may  jeopardize  the  achievement  of  goals.  The  goal  of  risk  identification  is  to  identify, 



(22)recognize, and define threats that could aid or hinder an organization's ability to achieve its 
 goals.When  it  comes  to  assessing  threats,  having  relevant,  accurate,  and  up-to-date 
 information is critical. 


Risk analysis: the process for determining the type, origins, and causes of known threats, 
 as well as estimating the extent of risk. It's also used to look at the effects and implications, 
 as well as the new controls. The aim of risk analysis is to understand the essence of risk 
 and  its  features,  including  the  level  of  risk  when  necessary.  Uncertainties,  risk  sources, 
 effects, probability, incidents, situations, controls, and their efficacy are all considered in 
 depth during risk analysis. An event may have a variety of causes and effects, as well as 
 effect a variety of goals.  


Risk evaluation: the process of comparing risk analysis outcomes to risk thresholds in order 
 to  assess  whether  a  certain  level  of  risk  is  reasonable  or  tolerable.  The  aim  of  risk 
 assessment is to aid in decision-making. Comparing the findings of the risk analysis against 
 the defined risk guidelines to decide where further intervention is needed is known as risk 
 assessment.  


Risk treatment: To gain a net increase in profit, change the severity and probability of both 
 positive and negative outcomes. 


Establishing  the  context:  The  complexity  of  the  risk  management  process,  the 
 organization's  priorities,  and  the  risk  assessment  parameters  are  all  described  in  this 
 activity,  which  was  not  included  in  previous  risk  management  process  definitions.  he 
 context  contains  each  external  components  (regulatory  surroundings,  market  conditions, 
 neutral  expectations)  and  internal  components  (the  organization’s  governance,  culture, 
 standards and rules, capabilities, existing contracts, employee expectations, info systems, 
 etc.). 


Monitoring  and  review: this  activity  entails  evaluating  risk  management  performance 
against  indicators  that  are  reviewed  for  appropriateness  on  a  regular  basis.  It  includes 
understanding  deviations  from  the  risk  management  plan,  determining  whether  the  risk 
management framework, policy, and plan are still appropriate in light of the organization's 
external and internal context, reporting on risk, progress with the risk management plan, 



(23)and  how  well  the  risk  management  policy  is  being  followed,  and  assessing  the  risk 
 management framework's effectiveness.  


Communication and consultation: This task aids in understanding stakeholders' concerns 
 and interests, as well as ensuring that the risk management process is focusing on the right 
 elements and explaining the rationale for decisions and risk treatment options. 


Risk management practices and strategies play a significant role in success and growth. It 
 is important because it tells businesses about the threats that harms their enterprises  and 
 allow them to predict and if possible, to avoid those risks. 



2.  SMALL AND MEDIUM-SIZED ENTERPRISES  2.1    Definition of SMEs 


Any  company  engaged  in  economic  activity,  regardless  of  its  legal  form,  is  called  an 
 enterprise. This  involves, for  example, self-employed people and family  enterprises that 
 participate in craft or other hobbies, as well  as alliances  or organizations that engage in 
 economic activity on a regular basis. (EU commission) 


Small and medium-sized enterprises (SMEs) are the backbone of the European economy, 
 driving job development, economic growth, and social stability. According to the European 
 Commission, over 21 million SMEs in the EU created 88.8 million jobs in 2013. SME's 
 account  for  nine  out  of  ten  businesses,  and  they  account  for  two  out  of  every  three 
 employees. 


SMEs  are  also  important  for  fostering  competition  and  jobs  in  the  EU  because  they 
 encourage entrepreneurial spirit and innovation.  


Small businesses are described as those with less than 250 employees, a turnover of less 
 than EUR 50 million, and/or a balance sheet total of less than EUR 43 million. They are 
 divided into three types of businesses: micro, small, and medium-sized businesses. 


The following are the key factors that determine whether a company is a small or medium-
 sized business: 


•  Staff headcount: The headcount corresponds to the quantity of annual work units 
(AWU), i.e., the quantity of persons World Health Organization worked full-time 
among the enterprise in  question or on its behalf throughout the whole reference 
year into account. The work of persons World Health Organization have not worked 



(24)the total year, the work of these World Health Organization has worked part-time, 
 in spite of period, and therefore the work of seasonal staff square measure counted 
 as fractions of AWU (EU recommendation 2003/361). 


•  Turnover or balance sheet total 


The table below simplifies the process of classing enterprises by size:  


Table 1. Small and medium enterprise classification 


Company category  Staff headcount  Turnover  or  Balance sheet total 


Medium-sized  < 250  ≤ € 50 m ≤ € 43 m


Small  < 50  ≤ € 10 m ≤ € 10 m


Micro  < 10  ≤ € 2 m ≤ € 2 m


Source: EU subclass 


The SME Concept defines three types of businesses. Each category represents a different 
 form of partnership that a company might have with another. This distinction is important 
 in order to get a better picture of a company's financial status and to rule out those who are 
 not true SMEs. The categories are: 


Autonomous: whether the company is entirely self-contained or has one or more minority 
 partnerships (each with a stake of less than 25%) with other companies. 


Partner: If a company's holdings with other companies total at least 25% but not more than 
 50%, the partnership is considered to be between partner companies. 


Linked enterprise: If a company's shares in other companies surpass 50%, they are referred 
 to as related companies. 


Small  and  medium-sized  businesses  (SMEs)  play  a  critical  role  in  domestic  economic 
development.  In  comparison  to  large  corporations,  SMEs  have  greater  adaptability  and 
flexibility. 



(25)
2.2    Entrepreneurship 


An entrepreneur could be a one who starts a replacement company while taking all of the 
 risks and reaping all of the advantages. The entrepreneur is taken into account as interesting 
 innovator,  inspirational  person,  source  of  latest  ideas,  goods,  services,  and  business/or 
 procedures. The term "entrepreneur" comes from the French word "entreprendre," which 
 implies "to tackle." It means to start out an organization within the sense of business. An 
 entrepreneur  is  defined  as  the  one  who  manages,  organizes,  and  handle  the  risks  of  a 
 business or enterprise (Merriam-Webster). 


“An entrepreneur is someone who is constantly on the lookout for change, reacts to it, and 
 views it as a chance,” states Peter F. Drucker. Entrepreneurs use innovation as a way to 
 leverage  change  as  a  chance  to  start  out  a  brand-new  company  or  provide  a  brand-new 
 service. According to Richard Cantillon, an entrepreneur as “a person who buys elements 
 of output at certain prices in order to mix them into a commodity with the goal of selling it 
 at unknown values in the future.” 


The entrepreneur is defined as an individual who desires to determine and run and achieve 
 creating his own business. Subsequently, generating profits regardless all the obstacles and 
 challenges. Moreover, admires to require risks. With such diversity, entrepreneurship term 
 has many definitions as there are lots of writers on the topic. the subsequent table provides 
 a brief selection of definitions that are offered:  


Table2. Entrepreneurship definitions 


Source Definition


Knight (1921)  Profits by taking on risk and ambiguity 
 Schumpeter (1934)  Execution of different combinations of 
 firm organization—new goods, new 
 facilities, alternative raw material sources, 


new manufacturing methods, emerging 
 markets, and modern organizational 


modes 



(26)Hoselitz (1952)  Uncertainty bearing...coordination of 
 economic resources...innovation 
 implementation and capital provision 
 Cole (1959)  Purposeful operation aimed at starting and 


growing a profitable enterprise. 


McClelland (1961)  Taking a moderate amount of risk 


Casson (1982)  Decisions and assessments on the use of 


limited capital 


Gartner (1985)  Forming new organizations 


Stevenson, Roberts, & Grousbeck (1989); 


Barringer & Ireland (2006) 


The search of opportunity regardless of 
 present ownership of capital 


Shane & Venkataraman (2000)  A branch of studies seeks to understand 
 how 


  opportunities create something new 


Allen (2006)  A attitude or way of thought that is 


growth-oriented, creative, and based on 
 opportunities. Big companies and socially 
 conscious non-profits are examples. 


Kuratko & Hodgetts (2004)  Outlined as A dynamic method of vision, 
 amendment, and creation 


Source: Own Collection


The following elements and characteristics can be found in these definitions: 


•  Innovation and creativity 


•  Identifying, acquiring, and marshalling resources 


•  Organization of the economy 


•  Benefit (or increase) potential in the face of risk and uncertainty 
 Finally,  entrepreneurship  is  the  management  and  deployment  of  capital  to  establish  a 
 creative economic organization (or network of organizations) for the purpose of profit or 
 development under risky and unpredictable conditions. 



2.3    SMEs in Czech Republic 


SMEs make a major contribution to the Czech ‘non-financial market economy,' as they do 
across  the  EU.  SMEs  in  the  Czech  Republic  produce  54.7  percent  of  total  value  added, 



(27)slightly less than the EU average of 56.8%, and 67.2 percent of total jobs, slightly more 
 than the EU average of 66.4 percent. 


Czech  SMEs  have  a  productivity  of  around  EUR  22  800  per  person  working,  which  is 
 slightly more than   half of the EU average of EUR 43 900.  


In the period 2013-2017, SME value added increased by 22.1 percent, roughly in line with 
 large firms.  


Over  the  same  time  span,  however,  the  growth  in  SME  jobs  was  just  1.8  percent.  SME 
 value added increased by 7.7% and SME jobs increased by 1.1 percent in 2016-2017. SME 
 value added is forecast to rise by 15.7 percent between 2017 and 2019. At the same time, 
 SME  employment  is  expected  to  remain  flat,  with  just  a  0.4  percent  increase  expected. 


(2018 SBA fact sheet) 


The following are DIW Econ's 2017 estimates, based on data from the Structural Business 
 Statistics  Database  from  2008  to  2015  (Eurostat).  The  data  related  to  the  ‘non-financial 
 business economy,' which comprises manufacturing, construction, commerce, and service 
 industries  (NACE Rev. 2 sections  B to  J, L, M and N),  but  not  enterprises  in  , forestry, 
 agriculture and Fisheries, as well as essentially non-market service industries like education 
 and  health,  are  examples.  Micro  firms  (0-9 employees),  small  companies  (10-49  people 
 employee), medium-sized companies (50-249 employees), and big, large companies (250+ 


employees)  are  the  size-class  classifications  used.  The  use  of  Eurostat  data  has  the 
 advantage of being harmonized and comparable across nations. The drawback is that the 
 statistics for some nations may differ from what national authorities have reported. 


Table 3. Non-financial business economy 


Class size  Number of enterprises  Number of persons employed  Value added 


Czech Republic  EU-28  Czech Republic   EU-28  Czech Republic  EU-28 
 Number   Share  Share  Number   Share  Share  Billion €  Share  Share 
 Micro  991 130  96.1%  93.1%  1 132 935  31.1%  29.4%  20.2  19.9%  20.7% 


Small  32 211   3.1%  5.8%  632 430  17.4%  20.0%  14.5  14.3%  17.8% 


Medium-


sized  6 802  0.7%  0.9%  680 317  18.7%  17.0%  20.9  20.6%  18.3% 



(28)SMEs  1 030 143  99.8%  99.8%  2 445 682  67.2%  66.4%  55.7%  54.7%  56.8% 


Large  1 619  0.2%  0.2%  1 193 619  32.8%  33.6%  46.1  45.3%  43.2% 


Total  1 031 762  100%  100%  3 639 301  100%  100%  101.7  100%  100% 


Source: the Structural Business Statistics Database (Eurostat). 



2.4    Business environment and its relation the SMEs 


The study of business environment is complex, particularly when it comes to regulation, 
 the success of firms depends more on the restrictions they face. 


The effects of regulation and its impact on aggregate economic performance have attracted 
 increasing attention in recent years. Loayza, Oviedo, & Servén (2010). Regulations can be 
 defined as a set of rules that compel the actions of economic agents in order to meet social 
 goals. 


Researchers affirmed that issues such as informational asymmetries, economies of scale in 
 production, incomplete markets, and externalities may contribute to the existence of market 
 failures such as the “missing middle”.  


Meyer-Stamer  &  Haar  (2008)  pointed  out  that;  for  example,  the  “structural  adjustment 
 approach of the 1980s and 1990s tended to look at macroeconomic factors while neglecting 
 microeconomic issues, such as “How do markets work?”  


However, since the authors do not internalize social costs and benefits, the process of      
 increasing social welfare and promoting the private sector through regulation is slowed. 


According to Schleifer (2005) there are three theories of economic regulation: 


•  The public interest theory: associated with the work of Pigou in 1938, claims that 
 markets often fail; consequently, benign governments could correct those market 
 failures through regulation. 


•  The contracting theory: based on the work of Coase in 1960, states that impartial 
 courts  through  the  enforcing  of  contracts  could  solve  discrepancies  when 
 competition cannot successfully address market failures. 


•  The capture theory: grounded on the research made by Stigler in 1971, points out 
that the process of regulation design is captured by the industry sector (so that, for 
example, the regulation enforced by the state ends up supporting monopolies). 



(29)As expected, the three theories have received different criticisms. For example, the public 
 interest theory was strongly criticized by the Chicago School of Law and Economics. 


In response, Schleifer (2005) stated that these criticizers, in addition to implying that courts 
 could  fix  market  problems,  also  illustrate  the  incompetence,  corruption,  and  capture  of 
 government regulators. 


On the other hand, Djankov et al. (2003) states that courts around the world are often highly 
 inefficient, politically motivated, slow, and even corrupt as well. 


Based  on  the  above,  it  seems  that  the  quality  of  the  people  behind  those  institutional 
 arrangements is what makes the difference. 



2.5    Risk management in SMEs 


Hollman and Mohammad-Zadek (1984) state that risk management could be a systematic 
 technique of employing a firm's physical, financial, and human resources to achieve bound 
 objectives  regarding  most  pure  loss  exposures  they  added  a  pure  loss  exposure  solely 
 provides  2 prospective outcomes  loss or no loss, there's no  chance of a gain.  In smaller 
 companies, owner is probably going in contact the responsibility for management, maybe 
 in  conjunction  with  a  high  commissioned  officer  United  Nations  agency  is  assigned  the 
 duty on a part-time basis. 


It is known and understood that risks are not just threats to be avoided. Moreover, risks are 
 being  considered  as  opportunities  to  be  embraced  instead  of  evaluating  risks  from  a 
 negative point of view or an individual perspective. (Beasley et al., 2005; Liebenberg and 
 Hoyt, 2003). 


SMEs are companies with limited resources and with more difficulties in their attempts to 
 manage risks. The tools used by large firms are usually not suitable nor compatible to SMEs 
 because they are either too expensive or too complex . Resources to support RM application 
 are  incompatible,  unrealistic  for  SMEs  and  are  beyond  their  capability  and  affordability 
 (Association for Project Management, 2013). 


Using  constant  tools  and  tips  outlined  for  big  enterprises  within  the  adoption  of  RM  in 
SMEs would push them to require up intensive efforts and time. in step with the particular 
characteristics of the corporations, SMEs managers consider and say that those tips square 
measure irrelevant. Moreover, for the risk exposure, SMEs square measure additional liable 



(30)to it than massive firms, so that they ought to be additional engaged into RM. Furthermore, 
 they're  additional  challenged  in  terms  of  access  to  resources,  square  measure  less  wide-
 ranging in their economic activities, have a weaker money structure and have additional 
 difficulties retrenchment just in case of a crisis, as they're already tiny. 


Several  authors  and  associations  that  study  RM  have  projected  completely  different 
 frameworks to handle the theme, however they regard principally giant firms and not all 
 sectors.  


There are only a few studies regarding RM in SMEs, notwithstanding the actual fact that 
 it's  a  developing  topic;  especially,  the  final  understanding  of  RM  in  SMEs  isn't 
 unambiguous  and  also  the  analysis  on  implementations,  ways  and  apply  is  scant.  The 
 possibility  of  implementing  and  sustaining  RM  in  SMEs  is  debated  in  the  literature  –
 especially  regarding  the  development  of  a  holistic  approach.  Moreover,  there  are  no 
 industry-wide  requirements  or  guidelines  outlining  how  to  implement  a  systematic  RM 
 strategy  in  SMEs  (Crema,  2017,  Troßmann  and  Baumeister,  2004).  Furthermore, 
 depending on the size of the company, RM may be used in a variety of ways. 


There  are  many  managerial  reports  and  articles  that  provide  an  overview  of  realistic 
 experiences with RM in SMEs (Crema, 2017), but systematic synthesis that organize the 
 information and experiences gained in that field is more difficult to come by. There is only 
 a literature review that synthesizes the previous studies investigating the RM process, the 
 tools adopted, and the risks managed in SMEs. 



2.6    SME’s Risks 


2.6.1  Interest rate risk 


SMEs are being highly dependent on external finance. Based on that, a loan is usually the 
 main  source  of  financing  available  (Altman  et  al.,  2010;  Mutezo,  2013;  Gama  and 
 Geraldes, 2012). Subsequently, creating the risk that interest rates on the loans may change 
 (i.e., interest rate risk). 


2.6.2  Raw material prices risk 


For large companies, huge investments are realized in technologies, for that, it is relatively 
easy  to  change  to  cheaper  resources  when  prices  are  rising.  However,  Many  SMEs  are 



(31)more exposed to raw material price risk because of the inability to afford these investments. 


Moore et al. (2000) 


2.6.3  E-business and technological risks 


The most dangerous risk in e-business is online safety. Identity theft, credit card fraud, e-
 mail assault, and cyber-attacks are all risks that SMEs face online.  Also,  the  most 
 important factor in online business is consumer confidence. However, for SMEs managers 
 it is very difficult to build such confidence due their limited number of transactions and 
 their reputation comparing to large enterprises. Sukumar et al. (2011), 


2.6.4  Supply chain risks 


To meet customers’ needs SMEs needs offer various range of products. However, due to 
 this, higher de dependence of the SMEs on their supply chains due to increased complexity. 


In addition, SMEs are often no longer able to concentrate only on local markets, which 
 again leads to increased complexity and higher levels of supply chain risks. This increase 
 might result in higher levels of trade debt, which in turn may pose considerable risks to 
 SME survival. Thun et al. (2011) 


2.6.5  Growth risks 


SME  growth  is  mainly  accomplished  through  projects,  the  side  effect  of  this  growth  is 
 SMEs  do  not  know  how  and  do  not  have  techniques  required  do  run  such  growth 
 effectively. growing from a small or medium firm into larger one involves higher risk of 
 being unable to cover the new cost charts. Marcelino-Sádaba et al. (2014) 


2.6.6  Management and employees 


The majority of business organizations are exposed to loss of knowledge when experienced 
 employees  with  valuable  information  and  knowledge  and/or  contacts  leave  the 
 organization and quit his/her position. Thus, the loss of long-term employees and managers 
 may be especially risky for SMEs because often no other employees or managers in the 
 firm possess similar knowledge. In line with this notion. Gilmore et al. (2004) 


2.6.7  Technique selection 


In  the  following  some  techniques  to  be  used  in  order  to  handle  identified  and  analyzed 
risks are: 



(32)•  Insurance:  insurance  is  the  primary  tool  for  risk  management  to  cover  all 
 unexpected risks and events. Cioccio and Michael (2007) 


•  Weather derivatives: weather conditions obliged many SMEs to protect their assets 
 from natural disasters like floods, tornados, and droughts with the help of weather 
 derivatives.  SMEs  may  use these financial instruments  to  pass  weather  risk to  a 
 third party. The business owner signs a contract with the contractor and reserves 
 the right to cancel if environmental conditions are unfavorable. Leggio (2007) 


•  Selection  of  suppliers: To  influence  supplier  behavior  SMEs  can  sign  contracts 
 with  individual suppliers.  This  can be considered as  a  guarantee of performance 
 that requires constant quality of the products supplied. 



3.  ENTERPRISE RISK MANAGEMENT (ERM)  3.1    Enterprise risk management aspects 


ERM  is  an  emerging  mechanism  that  involves  the  board  of  directors,  management,  and 
 other staff of an organisation, implemented in the setting of strategy and in the business, 
 aimed at recognizing possible incidents that may impact the entity and managing the risk 
 of being within its risk appetite, Provide fair assurance about the accomplishment of the 
 goals of the entity (COSO, 2004). 


ERM encourages improved understanding of risk management and promotes a company- 
 wide  approach  to  risk  management,  translating  into  mature  organizational  and  strategic 
 management  decisions  (Nocco  and  Stulz,  2006)  and  thereby  offering  a  competitive 
 advantage (Meulbroek, 2002; Stroh, 2005). Therefore, ERM encourages the development 
 of a market plan to reduce possible risks and maximize opportunities windows (Hoyt and 
 Liebenberg, 2011). 


To  provide  broad  guidance,  the  ERM  structure  draws  from  theoretical  risk  definitions, 
indicating  core  principles  while  leaving  the  adopting  firms  with  information.  Although 
theoretical  guidelines  are  helpful  for  SMEs,  there  still  many  face  open-ended  questions 
with little clear guidance at the organizational and instrumental level when implementing 
ERM. Consequently, ERM tactics vary across such organizations. (Beasley et al., 2005). In 
practice, although different methods are applied, the latest literature studies ERM are at a 
significant level of aggregation. 



(33)The selection of a Chief Risk Officer (CRO) as their sole predictor for the implementation 
 of the ERM is done based on several studies. Others use ordinal scales ranging from 'there 
 are no plans to implement ERM' to 'there are full ERM is in place' to capture implemented 
 ERM approaches (Beasley et al., 2005; Paape and Speklé, 2012). 



3.2    ERM Frameworks 


A framework, by definition acts as a reference and offers an outline of various integrated 
 processes within an entity in order to achieve its objectives. (COSO) 


3.2.1  COSO ERM Framework 


The Committee  of  Sponsoring  Organizations  of  the  Treadway  Commission  (COSO) In 
 2001, Built a system that management can easily use to assess and optimize the business 
 risk  management  capacity  of  their  organizations.  COSO  released  descriptions  of  the 
 integrated ERM framework in 2004, which is still the most widely used ERM framework 
 globally (COSO, 2004). 


Figure 3. COSO’s ERM Framework 


Source: COSO, 2004 


This COSO ERM framework identifies key components, proposes a common language, 
and offers consistent guidance and direction for enterprise risk management. 



(34)As part of one model dimension, the first dimension consists of eight horizontal rows or 
 risk  components.  These  elements  are  derived  from  the  methods  by  which  management 
 manages a business and are incorporated into the management system. They are: 


•  Internal Environment: It consists of the organization's overall environment and 
 sets the basis for how the individuals of an organisation perceive and handle risk, 
 including  risk  management  philosophy  and  risk  appetite,  integrity  and  ethical 
 principles, and the environment in which they work. 


•  Objective  Setting: Until  management  recognizes  possible  incidents  impacting 
 their  accomplishment,  the  overall  goals  must  be  set.  ERM  ensures  that 
 management has in place a process to set objectives and that the selected goals 
 support and comply with the purpose of the company and are aligned with its 
 risk appetite. 


•  Event  Identification: It  is  important  to  recognize  internal  and  external  events 
 influencing  the  achievement  of  the  goals  of  an  organization,  differentiating 
 between threats and opportunities. 


•  Risk Assessment: Risks are measured as a basis for determining how to deal with 
 them  (in  view  of  probability  and  impact).  Risks  are  often  calculated  on  an 
 intrinsic and residual foundation. 


•  Risk  Response: Management  defines  and  chooses  risk  responses  (avoiding, 
 embracing, minimizing, or sharing risk) and establishes a set of risk aligned with 
 the risk tolerances and risk appetite of the company. 


•  Control  Activities:  To  ensure  that  risk  responses  are  carried  out  efficiently, 
 policies and procedures are developed and enforced. 


•  Information and Communication: In a way and timeline that enables individuals 
 to carry out their duties, relevant information is identified, captured, and shared. 


•  Monitoring: The entire risk management of organizations is tracked, and changes 
 made  as  required.  Monitoring  is  carried  out  by  ongoing  leadership  exercises, 
 separate evaluations, or both. (COSO, 2004). 


In Figure, the second dimension shown as four vertical columns reflects the corporate risk 
strategic goals. These include: 



(35)•  Strategic: high-level priorities that are consistent with and support the mission 
 and vision of the organization 


•  Operations: the most productive and efficient use of its capital, both physical and 
 human, 


•  Reporting: Data Accuracy and Enforcement 


•  Compliance: with the right laws and regulations, as well as industry requirements 


Finally, the risk system's organizational units are defined in the third dimension. (COSO, 
 2004). 


COSO claimed that the ERM system offered a clearly defined interrelationship between 
 the components and goals of risk management of an organization that met the requirements 
 of  new  laws,  regulations  and  listing  criteria  and  expected  it  to  be  generally  adopted  by 
 companies and other organizations and stakeholders (COSO, 2004). 


3.2.2  Protiviti Risk Model 


Protiviti,  a  multinational  consulting  company  that  helps  businesses  address  issues  in 
 finance,  technology,  logistics,  governance,  risk  and  internal  audit,  has  developed  the 
 Protiviti Risk Model. (Protiviti, 2005). Their ERM model is a systematic structure within 
 the  organization  for  identifying,  understanding,  and  communicating  possible  business 
 risks. 


The model divide business risks into three main areas: Business Environment Risk, Process 
Risk, and Information for Decision-Making Risk. 



(36)Figure 4. Protiviti Risk Model 


Source: Protiviti, 2005 
 The models’ elements are:  


Business Environment Risk: Embraces the external factors that affect the overall success 
 of the company in terms of policies, events, relationships with customers and suppliers, 
 organizational structure etc. These are the elements beyond the capacity of management 
 to monitor and cover competitor risk, consumer needs risk, risk of technical advancement, 
 risk of sensitivity, risk of shareholder expectations, risk of capital availability, 


sovereign/political risk, legal risk, regulatory risk, business risk, risk of financial market, 
 and risk of catastrophic loss (Protiviti, 2005). 


Process Risk: Risks arising from business processes that are not clearly defined, poorly 
 matched with overall business goals/strategies, where customer needs are not met, or 
 where assets are exposed to misappropriation or misuse, are involved. Seven sub-
 categories include process threats. 


Financial Risk: These risks arise when the corporation does not have enough liquidity to 
meet the obligations of the company or handles the financial risks in such a way that it is 
perceived as conflicting with the corporate goals of the general company. Price risk, 



(37)liquidity risk, and credit risk comprise some of these risks. Process risks include seven 
 sub-categories: 


•  Empowerment Risk: When both staff and managers do not know what to 
 do or how to do it, these risks arise. Often, when there are not enough 
 resources for executives. 


•  Governance Risk: These risks arise when the governance structures of the 
 company do not comply with legal requirements and the directors of the 
 board fail to provide sufficient oversight for overall management activities. 


•  Reputation Risk: These threats are connected to the loss of the reputation 
 of the brand, e.g., the company unable to compete on the market. 


•  Integrity Risk: This includes risks related to fraud by management, fraud 
 by workers, unlawful and unwanted actions that contribute to the 


degradation of credibility in the business market. 


•  Operations Risk: These threats arise when activities are inefficient in 
 meeting the needs of consumers and attaining the goals of the company. 


•  Information Technology Risk: These risks emerge when the needs of 
 business are not fulfilled by existing technologies. These include risk of 
 honesty, access risk, risk of availability, and risk of infrastructure (Protiviti, 
 2005). 


Information for Decision-Making Risk: The risk of using inappropriate and inaccurate 
 information to support strategic, operational, and financial decisions is not relevant or 
 reliable. These risks include three subcategories. 


•  Strategic Risk: Environmental scan risk, business model risk, business 
 portfolio risk, organization structure risk, planning risk, and life cycle risk 
 are just a few examples. 


•  Public Reporting Risk: Financial reporting evaluation risk, internal 
control evaluation risk, pension fraud risk, and regulatory reporting risk are 
all examples of these risks.  



(38)•  Operational Risk: Budget and planning risks, product/service planning 
 risks, alignment risks, and account information risks are among them. 


(Protiviti, 2005). 


3.2.3  Effect of ERM on strategic orientation 


Whereas  an  important  lesson  from  the  financial  crisis  of  the  early  21st  century  is  the 
 importance of ERM, (Herbane, 2010; Mikes, 2009), the effects of ERM have only recently 
 been examined (Beasley et al., 2008; Hoyt and Liebenberg, 2011; Pagach and Warr, 2011). 


ERM  helps  to  recognise  opportunities  during  upturns  and  guard  against  threats  during 
 downturns. (COSO, 2004). Companies with a wide variety of prospects for investment are 
 likely to benefit from negotiating a more specific risk-adjusted rate (Meulbroek, 2002); If 
 this is so, it is important to distribute capital more effectively and raise returns. Therefore, 
 ERM  can  improve  productivity  and  market  performance.  (Nocco  and  Stulz,  2006).  In 
 addition, organizations adopting ERM note the advantages of improved data quality and 
 better  strategic  positioning.  (Kleffner  et  al.,  2003),  this  argument  might  be  explored  by 
 Analyzing  the  strategic  orientation  of  the  organization  in  order  to  achieve  comparative 
 advantage.  Strategic  orientation  is  described  as  the  technique  for  adjusting  to  the 
 environment in order to achieve a more desirable alignment. (Miles and Snow, 1978). 


Strategic orientation is divided into two forms: 


•  Defenders 


•  Prospectors 


Defenders are considered as risk takers due to their adoption to that concept. Also, they 
 adopt  many  other  concepts  such  as:  experimentation,  opportunity-seeking,  and  action- 
 initiating. In the other hand, prospectors who adopt a more offensive strategy. (Covin et 
 al.,  2000;  Miles  and  Snow,  1978;  Miller  and  Friesen,  1982).  Defenders  compete  on  a 
 product, cost, distribution, or service basis, and place a heavy focus on the maintenance of 
 existing markets. It follows that defender tend to be reactors, which is to say, they behave 
 on the basis of others' experiences and have a short-term bias. However, prospectors tend 
 to be analysts, i.e., they are more creative, market-oriented and have a long-term choice. 


(Laforet,  2008).  The  primary  skill  of  prospectors  is  to  explore  and  exploit  strategic 



(39)possibilities. They explore new product and business markets and concentrate on new and 
 effective manufacturing and process technology after a complete review of the strategic 
 approach and how to compete. Prospectors benefit from their ability to change and respond 
 to  changing  market  environments  quickly  and  creatively.  (Laforet,  2008;  Zhou  et  al., 
 2005).  Three  key  facets  of  strategic  orientation  are  analyzed  in  order  to  be  able  to 
 categorize  SMEs  as  defenders  or  prospectors:  business  growth,  product  launch  and 
 investment in manufacturing and process technology. (Danneels and Kleinschmidt, 2001; 


Dyer and Song, 1998; O’Regan and Ghobadian, 2005). 


3.2.4  ERM advantages and disadvantages 


Enterprise  Risk  Management  (ERM)  is  a  relatively  modern  discipline  in  management 
 (which has evolved mainly in the last decade) that allows a business to: 


•  Identify challenges and opportunities facing the organisation. 


•  Systematic perception of the possibility and consequence of these risks and 
 opportunities. 


•  Select and prioritize proactively, which should be handled strategically. 


The  advantages  are  numerous,  including  focusing  business  resources  on  mitigating  the 
 downside of risk, as well as the upside represented by those threats. The upside includes 
 Competitive opportunities or strategic advantages of taking more risks in ways that make 
 sense,  while  reducing  risks  in  others,  depending  on  the  organization's  risk  appetite, 
 Companies of any size face an extremely diverse number of risks, ranging from currency 
 movements, changing economic conditions, to their image and reputation, and thus ERM 
 helps  these  leaders  develop  a  strategic  plan  to  address  them,  but  also  increases  the 
 confidence of investors in the company, which is incredibly important to any company that 
 has them. 


The disadvantages are mainly two categories: 



1. 
 There  is  a  cost  related  with  taking  the  time  for  ERM.  However, 
Companies that use ERM will notice that protecting their most valuable 
assets (such as reputation) and positioning the company on the right track 
to achieve their strategic goals is worth the cost. 


(40)
2. 
 Because ERM is generally very valued by top management, it has a large 
 authority into the company’s strategic plan. If the risks and opportunities 
 are not clear enough, it might lead to implementing the wrong strategies. 

Henceforth, the utilization of ERM by the companies should be in a systematic, disciplined 
 approach: 


Overcapacity in production: To prevent production interruption or delivery problems 
 it  is  necessary  to  have  safety  stocks,  excess  capacity  in  production  and  excess 
 capacity in the warehouse, Thun et al. (2011) 


Emergency plan: In case of natural disasters or terrorist attacks, it may be important 
 for companies to have established a contingency plan. Cioccio and Michael (2007) 
 Networking/cooperative relations: Personal networks and close relationship with the 
 important suppliers may be considered as a technique to manage risks successfully. 


Gilmore et al. (2004) 



4.  PERSONNEL RISKS 



4.1    Definition of Personnel risk  


A company's success  rests in many different areas. Each area has to be effective for the 
 whole company to function in the optimum way. 


The most important resource of any company is Personnel. Generally, the absence of an 
 employee in large enterprises may not affect the business at all. 


In  the  other  hand  for  Small  and  Medium-sized  Enterprises  they  rely  on  every  single 
 employee and the absence of one single person may cause delays in deliveries, faults in 
 quality and other threats to a company's operation. Also, absence immediately increases the 
 workload for other employees. 


Moreover,  the  success  of  this  category  of  enterprises  is  based  on  the  expertise  and 
 motivation of its employees. 


Over the years, experienced workers in particular have gathered expertise that includes a 
lot  of  undocumented  and  unrecorded  knowledge  concerning  the  operations  of  their 
company. This knowledge and expertise can provide the company's competitive edge, even 
though its existence may not even be recognized. 



(41)Employees are also considered a company resource from the risk management perspective. 


A company's staff has knowledge and experience in solving many problems, risk situations 
 and their management. Even though hazard identification and risk assessment often require 
 specialist’s knowledge, the input of employees is invaluable especially in issues related to 
 the work environment. 



4.2    Personnel risks categories 


The prediction and management of personnel-related risks are an essential part of business 
 activity.  Personnel  risks  refer  to  threats  that  may  be  directed  towards  a  company's 
 employees and might harm them. These risks can come from within the company or from 
 outside sources; however, personnel can also pose a risk to a company. 


In the following, categories of Personnel risks: (The institution of occupational safety and 
 healthy): 


Physical  hazards: Refers to  the impact  of various types of energy on employees  and 
 their  health.  The  most  significant  physical  hazards  are  noise,  vibration,  cold  and  hot 
 conditions, radiation, and insufficient lighting. 


Accident hazards: Typical  accident types are injuries  from falling  objects,  falls  from 
 heights, slips, trips and falls and getting hit by moving objects. Most accidents are due 
 to management failures leading to unsafe acts (e.g., horseplay) and unsafe conditions 
 (e.g., poor housekeeping and maintenance, unguarded machinery, etc.) 


Physical strain hazards: Strain injuries can be caused by poor 'ergonomics' i.e. work, 
 work methods and tools that are unsuitable for people. Good ergonomics and manual 
 handling  training  are  used  to  prevent  physical  injury  caused  by  heavy-work  phases, 
 difficult working positions, inadequate workstations and tools, and the use of machines 
 and equipment. 


Hazardous substances: Refers to substances in solid, liquid or gaseous states that can 
be  hazardous  to  health.  The  health  risks  associated  with  substances  depend  on  their 
properties, the volumes used, the way they are used and the potential routes of entry into 
the body. There may be chemical, biological. flammable/explosive or radiation effects 
from some substances. 
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