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Abstract


Various current developments in society and the technical possibilities in the economy have
 created a new era. The age of digitalization. It is not only about the change from analogue to
 digital, that would bedigitisation. The termdigitalizationrefers to the complete conversion
 of countless business models. The term is to be settled thereby both within the range of the
 information technology in addition, in the business management. The new digital business
 models show completely new aspects of organizational theory and information technology.


Technically, the economy has never been so networked as it is today. This offers the possi


bility of new ways of providing services. The next stage of evolution in industrialization has
 thus been reached, the socalledIndustry 4.0which permits new value chains. The frame


work conditions for an enterprise are difficult to define and this applies also to the border of
 the own enterprise. Governance structures play an important role here. In order to ensure
 that these structures are presented transparently, companies also rely on data. Data that is no
 longer collected internally, but originates frombig data structures. One no longer speaks of
 a few sources but of a socalleddata lakes. In the last years, many researches have dedicated
 their work in IT Governance and numerous methods, techniques and tools were proposed.


In the meantime new digital business models developed rapidly and aligning business with
 IT have become more difficult ever. Usually organisations manage themselves with several
 governance frameworks next to IT Governance frameworks. Different governance frame


works are related, dependent and interact under each other and since they have all their own
 method of measurement and evaluation, the interaction suffers to a lack of data consistency
 or they do not take all dimensions of decision making into account. Furthermore the lack of
 consistency is caused by definition of governance frameworks itself and lead to concurring
 goals among them.


This dissertation thesis has the main aim to search for a model of design principles of data
 definition for consistency of evaluation in Enterprise Governance of IT (EGIT) by applying
 a multi method approach which has been undertaken in a design science research (DSR)
 project. The dissertation project follows various goals such as (1) determine the state of the
 art dealing with governance in the digital age, (2) provide a set of data principles based on
 rigor science proof and quantitative evidence, (3) design the model of principles for the defi


nition of data, (4) contribute to science with an artefact of a set of principles definition of data,
 and finally (5) contribute the results to broader audience. The relevance of this consistency
 problem has been proven by undertaking several design research actions in real circumstances
 such as in (1) a project in the banking sector (major Swiss bank) focussing on IT Governance
 in 2016, (2) a study in the hospital sector (Swiss hospital) focussing on IT Governance in the
 context of an Bring Your Own Device (BYOD) approach in 2017, (3) a digital readiness sur


vey with approximately 260 distributed questionnaires among Swiss companies with a result
of a dataset (n=67) in spring/summer 2017 and with (4) a study in the banking sector (Swiss
and international banks of different size) focussing on Budgeting methods for IT project in
fast fast changing market conditions in 2018 and finally, (5) a study for the designing of
principles of data definition for the use of measuring governance have been undertaken to
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 build the artefact of this dissertation project. In addition, the rigorous analysis of existing
 theory have been proven by (1) critically review the existing state of art of measurement and
 evaluation concepts of governance frameworks by following a comprehensive review of the
 normative literature dealing with the measurement aspect of IT Governance and (2) taking
 part in studies with the topic of digital business models or IT and DataGovernance respec


tively. With the exception of the first project with the major Swiss Bank, these studies have
 been presented on various conferences (see list of studies p. 103).


Large organizations suffer from an organizational history that is incompatible with rapidly
 changing governance structures. Reorganizations lead to different levels of current percep


tion of an organization. The result is an inconsistent flood of information for decision mak


ing, which, however, is not accepted by decisionmakers as a targetoriented data basis. The
 BYOD study showed that it is very difficult to maintain IT and data governance in a dual
 business model (simultaneous B2B and B2C). Furthermore, the evaluation of reliable sys


tem usage data is very difficult in a datacritical environment of patient data in a hospital.


But BYOD is indispensable. The study on the digital maturity of Swiss companies showed
 that the management of IT digitization is much more critical than the general management.


The perception of digitization in IT departments differs greatly from that of business depart


ments. The overwhelming majority of business representatives believe they have a digital
 strategy where exponents of the IT departments express themselves far away from it. The
 study also showed that Swiss companies are strongly processoriented and believe in their
 processes. A finding that was examined in more detail in the last study using the example
 of a budget process for IT projects. The latest study showed that generally speaking, most
 interviewees are satisfied with their current, mostly traditionally kind of IT project budgeting
 process. But the processes faces some challenges such as coordination and structural chal


lenges but also poor business IT alignment and a lack of flexibility. This lack is seen in other
 factors than processes such as culture and the structure of the organization that seem to be
 much more important when it comes to the ability to react to changing markets. The litera


ture review showed that models in this area of research strongly focus on IT Governance and
 DataGovernance as such. Studies are more strongly focussed on revealing business effects
 of implemented IT Governances on performance. Syntactic, semantic, and temporal circum


stances can lead to inconsistencies in data that users perceive as poor data quality. It is in
 the nature of data that the content itself has no choice but to become inconsistent sooner or
 later. Literature tries to overcome this circumstance by defining a socalled data governance.


In the context of data warehousing, ETL processes are defined which carry out a socalled
 datacleansing as a step of data refinement. In most cases, however, data inconsistency can
 only be partially eliminated and the basis for decisionmaking remains unsatisfactory. Fi


nally, the studyPrinciples of Data Definition for the Use of Measuring Governanceshowed
a consistent picture of the principles. Experts agreed that the elements for the metrics of data
quality can be categorized into the variablescontent,functionandcoherence. The field study
among the companies surveyed confirmed this finding. The hypothesis could not be rejected,
however, only to variablecontentwhich leads to the conclusions.



(10)Data that is needed for a longer period of time must be equipped with a kind of levers,
 which helps to process the contents syntactically, semantically and temporally correctly at any
 time. At the same time, it must always be possible to determine whether the claimed data
 (i.e. the content) is the last content claimed to be correct. There are countless possibilities to
 define a data content and therefore it is extremely difficult to define a single standard. This
 dissertation thesis therefore aims at proposing a model for the principles of data definition
 to be followed to ensure a consistent evaluation of a governance framework. The results of
 the survey on the model of principles showed that there is agreement among experts on the
 existence of these principles and confirmed the model. However, this could not be confirmed
 in the business context. The model is an abstract solution. In practice, only the verification of
 the correctness of thecontent of dataseems to be important. Neither a semantic quality check
 nor syntactical correctness of the processing were considered important by the respondents.


This can be interpreted as a misunderstanding.


It is to be expected that tha model can be used as a starting point for any data refinement
 process. However, it is developed within the framework of EGIT and limitations cannot be
 excluded from this circumstance. It should also be noted that the study was mainly carried out
 in Europe. The expert interviews were conducted exclusively in Switzerland. Switzerland is
 regarded as a country with a high level of data processing maturity. Thanks to Switzerland’s
 large, rigorously regulated financial sector, the criticality of data quality is well developed.


Both the survey of experts and the field study should therefore not be regarded as generally
 valid. This is because the field study could only be carried out with participants who are
 already intensively involved in the subject of data quality in a professional manner. However,
 due to the results and the awareness of the framework conditions for good data quality, it must
 be assumed that the actual deficits with regard to data quality in data processing that is not
 checked for quality are considerably greater than among the respondents to the field study.


When asked aboutsyntaxandsemantics, respondents confirmed a high correlation to the
 corresponding items. Only the relationship to the perceived data quality is not recognized.


This obvious misunderstanding can certainly be seen in companies as a reason for a lack of
 data quality and could be investigated in further studies.


Keywords: Data management; measurement; evaluation; IT alignment; Governance, Risk
and Compliance
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1 | Introduction


This chapter will introduce to the topic of this dissertation. The underlying dissertation
 project has used various approaches. During the dissertation project various partial results
 were presented at conferences and published in proceedings or journals. Different qualitative
 as well as quantitative approaches were applied to different aspects of the work.


Further, the chapter gives a brief introduction to the relevance of the topic for management
 and explains on the time axis how the topic has gained importance in recent years. The
 dissertation project was methodologically oriented according to Hevner, March, Park, and
 Ram (2004) to Design Science Research (DSR). The research questions were thus preceded
 by a literature review and preliminary studies, which managed the socalled relevance cycle.


The research questions presented in this chapter are thus based on studies that have been
 carried out to determine their relevance in real practice. The dissertation project pursued as
 an artefact the development of principles for the definition of data for practical applications.



1.1 Preliminary note


According to Stock and Siegfried (2013), the form of dissertations in the field of economics
 has dramatically changed and the publication of a book as “sets of essays on related top


ics” have become “the norm in economics” (Stock & Siegfried, 2013, p. 8). One can see
 differences between authors who are aiming for an academic career in comparison to other
 job profiles. However, this may also be due to the fact that the trend has manifested itself
 in science. The form for this final dissertation has been determined during the dissertation
 project itself and a middle course has been chosen for this latest version. However, this work
 could not be realized in the style of an essaystyle dissertation. It will reference to studies
 that have already been published or are in a peerreview process. These studies not all are
 exclusively originate from the author but always a contributor to the studies. The studies are
 used to validate findings of the author in the ongoing dissertation project and to gain new
 insights. Due to the many studies for the validation of the results and the many approaches
 that were chosen, a confusion can soon arise. Therefore, for reasons of better coherence, this
 paper is written as a monograph. Most studies were carried out with fellow students who are
 also members of the research team funded by the Internal Grant Agency (IGA). The studies
 are structured in such a way that everyone could work out the findings individually for their
 dissertation project and at the same time enter into an exchange with other scientists by par


ticipating in conferences. The full list of presented and published articles is shown in a list of
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 out at selected companies in order to rigorously assess further findings. These projects are
 referred to in the work as far as this is necessary.



1.2 Managerial relevance


The main reason for this dissertation project is based on the fact that many research results
 are put in a completely different light by the digital development of the last years. As a re


sult, many technologies have reached a degree of maturity that will result in massive changes
 in various aspects of management. The work focuses on the framework factors of manage


ment. Studies showed that IT governance is rated high on the agenda of companies (de Haes


& van Grembergen, 2009b). It should be noted that concepts of how they were developed
 in the 1970s as in the example of Ouchi (1979) work and how they caused a veritable wave
 of IT governance at the turn of the millennium. The small historical summary shows that
 IT governance was started in the 90ies with concepts of Baets (1992) and Zachman (1987)
 . Until then, IT operations had been organized with architectural approaches and the proven
 Information Technology Infrastructure Library (ITIL). Various ISO standards were issued,
 IT became modern and grew enormously. The role of a Chief Information Officer (CIO) and
 IT itself changed frommanager of technologytoenabler of business(Banker, Hu, Pavlou, &


Luftman, 2011; Buchta, Eul, & SchulteCroonenberg, 2010; Peppard, Edwards, & Lambert,
 2011). The audit of conformance and compliance became more and more difficult. It ulti


mately led to the Information Systems Audit and Control Association (ISACA) publishing
 the first set of control objectives for business applications in 1996 (ISACA, 2019). The first
 version of the socalled Control Objectives for Information and Related Technology (COBIT)
 was born. From then on companies started to implement this or modified frameworks. Many
 companies had introduced governance rules for their IT. However, it became apparent early
 on that the metrics for controlling such rules were very difficult to collect. With increasing
 networking, completely new IT operating models have emerged, in particular Software as
 a Service (Saas). It was no longer the IT organizations that produced the service but only
 orchestrated it. In the period from 2010 to 2012, cloud services experienced massive growth.


At the same time, the market penetration of smartphones took place. The start of a new era
 of digitization took off and the role of the CIO changed again from enabler of businessto
 driver of business. More flexibility was required for service delivery and rigid frameworks
 contradicted this agileparadigm diametrically. Recent studies show that the orchestration
 IT application became crucial in achieving agility (Queiroz, Tallon, Sharma, & Coltman,
 2018). After many companies started to implement IT governance in their organisations in
 the beginning of the new century, recent studies show, that maturity models and also value
 models become important (Joshi, Bollen, Hassink, Haes, & Grembergen, 2018). The new
 versions of the framework include these aspects, but it took time to develop. ITIL, for exam


ple, took its time from its2011 Editionuntil February 18, 2019 to publish the newVersion 4of
ITIL. The new version focuses on the socalled ITIL Service Value System (SVS) (AXELOS,
2019). The socalled four dimensions model specifies the SVS in terms of people, products,
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 partners, processes (known as the four P’s). ISACA refreshed their COBIT framework to
 reflect new technology trends and standards. The new version, called COBIT 2019 features
 a new maturity model and includes a design guide for easier, more agile implementation. The
 framework should also be better integrated with other frameworks such as ITIL, COSO and
 ISO standardsy (ISACA, 2019).


Recent studies show that there are three important drivers that are used in understanding
 IT governance (Joshi et al., 2018). Two of them can be described as a paradigm shift.


The drivers are:


1. Exponential increase in the interconnection of IT systems and data through cloud com


puting (Denning & Lewis, 2016; Hilbert & López, 2011),


2. Paradigm shift from product to customer centricity (Mladenow, Bauer, & Strauss,
 2014),


3. Paradigm shift from rigid KPI systems to agile datadriven decision models (McAfee,
 Brynjolfsson, Davenport, Patil, & Barton, 2012).


This development goes hand in hand with an enormous increase in the available com


puting power (Hilbert & López, 2011). Moore (1965)’s law that the number of transistors
 double every two years was true for a long time but today the systems are developing even
 faster. With each new wave of new inventions in the ICT industry, revolutionary changes in
 organizations and society break in. The emergence of social media has changed entire cul


tures and the classic mouth to mouth communication has been replaced by “Likes” (Goodrich


& de Mooij, 2014). Strategic innovations in products and business models as critically dis


cussed by Markides (2006) have become possible. Disruptive technologies likeInternet of
 Things(IoT) lead to a gigantic flood of data and with datamining methods one tries to get
 more out of the data in order to create decision bases (Chen et al., 2015; Strous & Cerf, 2019).


According to Seagate (2019) thetotal amount of new data created in 2025 is forecast to in


crease to 175ZB from 33ZB in 2018. These disruptive technologies and the massive flood
 of data opened new opportunities and as a consequence let explode the number of unicorn
 startup’s. A unicorn startup or unicorn company is a private company with a valuation over
 one billion. There are currently more than 300 companies in the list of unicorns (CBInsights,
 2019). Such developments ultimately lead to a new mindset that permits new management
 approaches. The example of selforganizing organizations, socalled holacratic organiza


tions, illustrates how important governance and the associated creation of a corporate culture
 with good communication is (Arazy, Daxenberger, LifshitzAssaf, Nov, & Gurevych, 2016;


Robertson, 2016). The development also led to the establishment of agile project structures
 which can demonstrably ensure project success (Serrador & Pinto, 2015). Rules and prin


ciples play an important role. Another indication is provided by the ISO organization with
 its IT governance version of the standard ISO/IEC 38500:2015 Information technology –
 Governance of IT for the organization. Since 2008, the organization has provided only one
 update and a total of five technical documents on the standard. Currently a Draft Interna


tional Standard (DIS) for ISO/IEC 38506 is in preparation. The many technical possibilities,



(24)but also the rapid development of the amount of data, have opened up new possibilities for
 data analysis. It is known from systems theory that insights and perspectives can lead to a
 better understanding of a mental model (Senge & Sterman, 1992). Forrester (1971) describes
 these models as “fuzzy” and therefore very difficult to grasp in their complexity (Senge &


Sterman, 1992). But with the new possibilities completely new doors open for the holistic
 coverage of organizations as sociotechnical systems. Looking at the period from 19702019,
 it must be noted that every 35 years during this period the world of ICT has replaced itself
 with innovations. The fewest systems, with the exception of certain infrastructure, were not
 replaced during this time. Consequently, ICT always lives in 35 years of young systems.


The consequence of this is that concrete regulations are hardly implementable because, by
 their definition, they are already outdated. The rhythm of development is simply too fast. In
 ICT also cultures are established in various places that follow a Wild West approach where
 anything is possible and you don’t have to comply with anything. This rapid development has
 led to the fact that today’s modern data processing is still immature and unprincipled. The
 focus is only on shortterm technical implementation instead of longterm meaningful use
 of data. In addition, an industrialization of ICT is progressing only slowly or often remains
 only wishful thinking (Walter, Böhmann, & Krcmar, 2007). Data science is the buzzword for
 asexycareer in the current age of modern ICT (Provost & Fawcett, 2013). Because the value
 of data has been recognized, it is also referred as the newoilof the economy. These projects
 are of high risk and many data science projects never makes it into production (Venturebeats,
 2019). An important prerequisite for analyses is data with good data quality (Rohweder, Kas


ten, Malzahn, Piro, & Schmid, 2015, p. 25). This quality can be measured by the data quality
 dimensions presented by Rohweder et al. (2015, p. 27ff). It can be stated that existing ap


proaches to data quality assurance assume that data of such dimensions must be continuously
 checked for their quality and, if necessary, improved. This can lead to considerable effort,
 where it is not guaranteed that the data will be of the desired quality at the end. The quality
 depends only on the content of the data received and not on the expected content as defined
 or designed. Therefore one aim of this dissertation project is the investigation of principles
 which ensure the data quality in advance by the application of design principles for the def


inition of data. Due to the variety of different artefacts, the dissertation project focuses on
 the area of IT governance as an object of investigation. This is also linked to the fact that IT
 governance treats uniform metrics in the same way in different industries.


In the dissertation project no definition of data definitions is given explicitly. Rather, the
principles which a data definition should fulfil with the aim of achieving a better data quality
are to be examined. The project differs from other which are looking for ways to improve
data quality after the data has been created. Due to a lack of a model of principles, this
approach is understandable. Practical experience has shown, however, that such an approach
cannot lead to a successful outcome in the long term. The main reason for this is the lack of
control over the origin of the data. While only a few years ago the control over the origin
of the data lay in the own domain, today data willget to know each otherat the time of the
analysis. To bring data into the same context would seem much too complicated and the
danger of a misinterpretation of analyses is high. In order to prevent these problems, it is
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 necessary to create the data according to principles that allow the harmonization of the data
 to be automated at a later point in time. The aim of this dissertation is to find and explore a
 model of such principles and is presented in the following section.



1.3 Aim of the thesis


Research has shown that a lack of data quality is relevant for a consistent view of decision
 making (Batini, Cappiello, Francalanci, & Maurino, 2009). To confirm the existence of the
 problem, two preliminary studies were carried out to verify whether this is also true in prac


tice.


The first study was conducted in a Swiss bank. A key aspect of this project was to examine
 the alignment of IT with the needs of the business. The study referred to a department of the
 bank in the context of an IT which, however, serves the entire major bank. The alignment of
 IT with business objectives is one of the core tasks of IT governance. It was assumed that a
 modern bank has IT governance processes in place to ensure this alignment. The project has
 shown that no data structures or information objects are defined at all in the alignment of the
 IT to the business requirements. Both the business and IT departments work with documents
 that allow very individual interpretations. It was also found that misunderstandings have
 led to an extremely poor corporate culture among those involved. Data for the exchange of
 information was defined in such a way that it is not possible to check the results over time.


The decisionmakers do not include the information collected in the decisionmaking process
 at all. Decisions are made on the basis of actual time and not on the basis of facts collected
 over time. The study is presented in section 4.2.


The second study took place in the context of a hospital. As with the bank, the data in
 a hospital are subject to a high degree of criticality. A hospital also offers a special envi


ronment because a hospital is a dual business. Patients, doctors, affiliated doctors and the
 hospital itself represent the various stakeholders. The use of one’s own hardware and soft


ware has become indispensable in this context and represents a major challenge for the IT of
 a hospital. This preliminary study shows that a concept of Bring Your Own Device (BYOD)
 has become indispensable in hospitals. It shows impressively that the problems with dif


ferent data owners and diverse technical systems make common data management difficult.


It is in the nature of business that attending doctors bring patient data to the hospital. The
 exchange of this data from doctor to hospital organization, while complying with data pro


tection guidelines, can only be accomplished with great effort using the various formats and
 different technologies. This multiple manual transfer of data carries the risk of human error.


Inconsistent data and careful handling are of little importance in medicine. The focus is on
 the patient, which is understandable. But a not carefully managed patient history carries the
 risk of misinterpretation which can be dangerous. All respondents are aware of this. The
 second study also confirmed the problem of governance requirements and the lack of data
 quality. The study is presented in section 4.3.


The studies both had a strong relation to IT Governance within the respective organisa


tions. Both were conducted in different industries with different stakeholders. They only
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 data for decision making. Different areas of the organisations held their own data and devel


oped their own image in their domain, which with the other domains resulted in an incon


sistent image of the company. Although the domains are in the same organisation, they had
 described a different picture of the organisation. This inconsistency leads to misjudgements
 and thus to wrong conclusions and decisions. This thesis should therefore clarify whether it is
 possible to eliminate this data inconsistency through a model of principles of data definition.


This model should help to guarantee the analysis and interpretation capability before the data
 is created. The aim can be derived from the following axioms:


Data which is based on the same principles of data definition
 1. can be better merged.


2. is at least comparable in time.


3. can be technically better processed.


4. has greater interpretation security.


5. leads to a better understanding of data among decisionmakers.


6. helps to better understand data sources.


7. ultimately leads to a better perceived data quality.


Therefore the Design Goal (DG) for consistency of evaluation in Enterprise Governance of
 IT (EGIT) can be achieved through a model of principles of data definition. Thus this thesis
 has the aim to search for this model. The research method for the designing of this model is
 described in more detail in section 4.1.



1.4 Research question and hypothesis


The research question and the hypothesis presented in this section were developed and ver


ified with findings from the two preliminary studies and can be derived from the axioms
 of the previous section. To determine the principles of data definition, the relationship be


tween possible principles and decision making is examined. This is based on the premise
 that consistent data is transparent, complete, understandable and thus interpretable and that
 good decisions can be made with such data. If this relationship exists, then these principles
 are an integral part of a general set of rules for data management and maintenance, known
 as data governance. Consequently, the perceived data quality must be positively correlated
 with these principles.


All these considerations give rise to the following research question:


RQ: Which model of principles for the definition of data needs to be considered
 in order to provide information consistency for the use of decision making?


This main question leads to further supporting hypotheses
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 H1: Design principles for data definition are correlated with structures of a data
 governance.


H2: Design principles for data definition are positively correlated with perceived
 data quality.



1.5 Outline of the thesis


The thesis is divided into six chapters, as illustrated in figure 1.1:


Chapter 1starts with a preliminary note in section 1.1 and introduces the research on IT Gov


ernance and practices from the managerial perspective. The identified research gaps specify
 the overall research objective and guide the related research questions shown in section 1.4.


Chapter 2 provides the conceptual background on IT and Data Governance. Section 2.1
 discusses the characteristics of Enterprise Governance of IT (EGIT) and explains the terms
 according to the current literature. Further, Section 2.2 explains Data Governance and show
 the link and importance of Data Governance to EGIT.


Chapter 3theoretically positions EGIT. It starts with a Literature review in section 3.1. Mov


ing on, section 3.2 examines the identified theories. In section 3.3 it analyses how these the


ories have contributed to the present research.


Chapter 4section 4.1 describes the research design. Sections 4.2 and 4.3 are two preliminary
 studies that have been undertaken for the relevance cycle in the DSR methodology. Sec


tion 4.4 describes the role of IT Governance in digital operating models and findings in an
 undertaken study.


Chapter 5section 5.1 describes the research design. Section 5.2 and 5.3 are the iterations that
 have been undertaken in order to design the abstract solution for the design and rigor cycle
 in the DSR methodology. Sections 5.4 describes the final designing as an abstract solution
 to the problem and answers the aim of the study.


Chapter 6 includes the managerial findings in section 6.1 and theoretical findings in sec


tion 6.2. It will show the implications of the empirical studies and how they conclude the re


search objective. Section 6.3 points out the limitations of this dissertation project and makes
recommendations for future research.



(28)Figure 1.1 Structure of the thesis
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2 | Conceptual background on IT and Data Gov



ernance


This chapter explains the theoretical foundations of IT and data governance. Although both
 are relatively new areas of research, many applied approaches and research have already been
 done. It shows impressively how seriously the topic is perceived in research and practice. In
 the first section, the chapter will deal with the term Enterprise Governance for the use of IT
 (EGIT) and in the second with Data Governance.



2.1 Characteristics of Enterprise Governance for the use of IT (EGIT)


According to Otremba (2016, p. 148) there are no congruent definitions of this term in gov


ernance, risk and compliance research. He claims that to a certain extent it is not even known
 what GRC is, let alone an integrated GRC, and that inconsistent views prevail in practice.


Meanwhile Nicolas Racz, Weippl, and Seufert (2010, p. 116) come to a similar conclusion in
 their analysisA Frame of Reference for Research of Integrated Governance, Risk and Com


pliance (GRC), namely that this terminology is a comprehensive subject area, which has been
 relatively little researched so far. Iguer, Medromi, Sayouti, and Tallal (2016, p. 500) names
 an easy to understand translation of GRC. In their definition, it allows companies to measure
 their activities in three ways in the form of:


• a detailed control of your processes and projects,


• an effective governance of their organisation


• an effective risk management linked to its activities.


As this example shows, only the individual roles and tasks of the GRC framework are often
 described (see Figure 2.1, but without going into the termintegrated(Otremba, 2016, p. 148).


With the help of three studies, attempts were made to approach the term methodically and to
establish a universally valid definition. In his study Otremba tried to translate the definition of
these authors by analogy and came up with the following understanding of the term (Otremba,
2016, p. 149).



(30)GRC is an integrated, holistic approach to corporate governance, risk and com


pliance designed to ensure that an organization operates ethically and in ac


cordance with its risk appetite, internal policies and external requirements. By
 aligning strategy, processes, technology and people/structures, effectiveness and
 efficiency are improved. Nicolas Racz et al., 2010, p. 113


Figure 2.1 Research framework for integral GRC (ad. Nicolas Racz et al., 2010, p. 113)
 For successful management, a company should therefore have standard governance (cor


porate management based on defined principles), risk management (dealing with the risks
 of a company) and compliance (adherence to internal and external guidelines). Within this
 framework are the componentsStrategy, Processes, Technology and People, which are sup


posed to work according to the principles of these three cornerstones. As described in the
 definition above, the GRC research framework is an integrated, holistic and organisation


wide concept whose purpose is to improve the effectiveness, efficiency, but also the ethical
 correct behaviour of an enterprise. While effectiveness means that a companydoes the right
 things, efficiency is spoken of when the company does the things right. Managers should
 therefore ensure that the organization primarily deals with the relevant tasks and challenges.


Strategies should be applied to ensure the longterm future and competitiveness of the com


pany (Johanning, 2014, p. 11). This should take place under the premise that internal and
 external requirements are met and that all actors behave ethically correctly.



2.1.1 Governance


The use of the word governance mainly occurs in connection with other terms such as IT gov


ernance, corporate governance or enterprise governance and is paradoxically rarely examined
 in detail (Schwertsik, 2012, p. 15). Governance is a term used in many disciplines, such as
 economics, sociology or political science, which to a certain extent leads to divergent inter


pretations. This leads to the fact that no homogeneous definition of this ambivalent concept
exists (von Blumenthal, 2014, p. 85). Due to this diversity, and in order to comply with the
framework of the present study, it will mainly refer to the domain of economics, information
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 technology and, to some extent, political science. In the context of economics and political
 science the term governance refers roughly toforms and mechanisms of coordination be


tween more or less autonomous actors whose actions are interdependent, i.e. can impair or
 support each other(Benz, Lütz, Schimank, & Simonis, 2007, p. 8). Another definition de


scribes governance as the accomplishment of public tasks by these actors, divided into state
 and private actors, with the state representing the state and the private actors representing the
 companies (Schuppert & Zürn, 2008). Governance in the context of corporate management
 refers to the control and monitoring of the business processes (Kneuper, 2015, p. 301) applied
 in the organisation. In the GRC framework, governance is concerned with compliance with
 a company’s various obligations as well as the legal and strategic requirements based on data
 from intelligent compliance and risk management tools (Götz, Köhntopp, Mayer, & Wag


ner, 2008, p. 89). Taking all these different definitions into account, the present research has
 been oriented towards the definition of governance by Johannsen and Goeken. They define
 governance as “…the responsible, sustainable organisation and control of activities aimed
 at longterm value creation and thus the entire system of internal and external management,
 control and monitoring mechanisms” (Johannsen & Goeken, 2006, p. 8).



2.1.2 Compliance


It was in the 1980s that the term found its way into the economy through its introduction
 into the banking sector. Compliance stood at that time for the right corresponding action
 of the management and the employees (Otremba, 2016, p. 121). Regardless of the fact
 that the terminology compliance is now a thoroughly discussed subject and that general
 standards have already been formed in this respect, the term is still interpreted heteroge


neously (Otremba, 2016, p. 122). Compliance is interpreted in business economics as a re


quirement to comply with norms and standards usually defined by the state and to be able to
 prove these also demonstrably. Such processes, however, cause companies high costs and
 additional costs (Asprion & Knolmayer, 2009, p. 40). In 2007, Gerard Schmidt estimated that
 there are about 25,000 compliance requirements worldwide that organizations should comply
 with (Schmidt, 2007). It is to be assumed that this number has multiplied in the meantime.


For the correct and verifiable implementation of laws, a methodical approach is required
 in order to meet the standards. For this purpose, it would be appropriate to implement es


tablished and recognized standard processes in the organizational structure. COBIT (Control
 Objectives for Information and Related Technology)is a globally recognized framework that,
 among other things, supports companies in coping with the specified compliance rules and
 the required duty of proof. By means of four management practices, the management level
 can ensure that the organization behaves and acts in accordance with the rules (Strasser &


Wittek, 2013, p. 35). The COBIT 5 processes MEA02 and MEA03 serve as guidelines for
compliance with internal and external compliance requirements. With the MEA02 process,
managers can check whether the internal control measures applied are appropriate or need to
be adapted if necessary. For the identification of external compliance requirements, which
should also take place continuously, the management can fall back on theMEA03process



(32)as guidance. This also serves as a template for the monitoring, evaluation and reporting of
 the compliance procedure (ISACA, 2012, p. 6162).



2.1.3 RiskManagement


According to Otremba (2016, p. 106), risk management deals with the structured identifi


cation, evaluation, classification, execution and recording of internal and external incidents
 which, on the one hand, can pose a risk of failing to meet defined company targets and, on
 the other hand, offer the possibility of exceeding these targets. A correct implementation of
 this in the meantime constitutive business process helps organisations to remain competitive
 even in an unsteady and hard market environment, to secure their continued existence and to
 achieve the defined corporate goals. Companies are always exposed to certain risks, which
 can take various forms, positive or negative, and can occur with unpredictable probabili


ties. An absolute certainty that events based on statistics, hypotheses or calculated scenarios
 prove to be true is only fiction, because unpredictable factors can always occur or certain
 processes take place in a completely different way than assumed (Gantz, 2014, p. 25). The
 disciplineStrategic Foresightcan approach more realistic scenarios by means of methodical
 preparation and strategic procedures, but here too there is no complete certainty.


The Committee of Sponsoring Organizations of the Treadway Commission (COSO), a
 voluntary privatesector organization founded in the USA in 1985, developed the COSO
 model and published it in 1992, thus creating today’s bestknown risk management standard.


This was recognized by the United States Securities and Exchange Commission (SEC)as a
 standard for the Internal Control System (ICS) and was intended to improve the reliability
 and quality of financial reporting through effective auditing procedures and efficient man


agement (Otremba, 2016, p. 110).
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Figure 2.2 The COSOcube (Otremba, 2016, p. 111)
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 The COSO Cube is divided into three dimensions, each dimension representing different
 processes and tasks related to risk management. In the vertical columns, the first dimension
 represents four types of objectives that can be achieved using the framework. These four
 types of objectives are:


• strategic objectives: overall objectives set by management to achieve the company’s
 vision


• operational objectives: efficient and costeffective use of resources


• reporting objectives: Reliability of financial reports


• compliance goals: Compliance with internal and external norms and standards (Stein


berg, Everson, Martens, & Nottingham, 2004, p. 3)


The second dimension is presented in a horizontal series and describes eight interrelated and
 cyclical components of a companywide risk management system.


Control Environment


This component describes the corporate culture and the framework in which an organi


zation finds itself. This also includes an explanation of how the company’s employees
 view and manage the risks. In addition, their integrity, ethical behavior and risk phi


losophy and willingness are taken into account (Steinberg et al., 2004, p. 3).


Risk management


These are procedures and mechanisms for either averting a risk through preventive
 action or at least mitigating or spreading the risk if it is impossible to avoid it (Steinberg
 et al., 2004, p. 4).


• Setting goals


Unexpected events can have a positive or negative impact on the achievement of
 defined goals, which is why management must define the goals in advance. The
 framework helps managers to implement and achieve these goals, which have
 been broken down from the mission to the lower levels.


• Event identification


Events that may affect the company’s objectives are divided into two categories:


Risks and opportunities. This subdivision allows managers to form a strategy
 response to any scenarios.


• Risk assessment


risks, in turn, are evaluated and categorized according to their impact on the suc


cessful event and their probability of occurrence.


Control activities


In order to react effectively and efficiently to the occurrence of a risk, processes and
guidelines are required to which the organization can orient itself (Steinberg et al.,
2004, p. 4).
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The aforementioned guidelines and processes must be communicated clearly and com


prehensibly to all employees involved so that they can take their responsibilities (Stein


berg et al., 2004, p. 4).


Monitoring


The process of companywide risk management is monitored by the management level.


They are responsible for arranging any necessary modifications (Steinberg et al., 2004,
 p. 4).


The third dimension of the COSO cube shows four units of an organization, which stand
 in an inductive order for branch, business unit, business unit and overall organization. The
 risk management framework can therefore refer either to an entire company or to individual
 units (Otremba, 2016, p. 112). A procedure based on the COSO cube does not promise the
 management level a hundred percent guarantee that the corporate goals will ultimately be
 achieved. There is always a residual risk in the form of human error. However, the target


oriented application of the approach makes it possible to reduce risks to a minimum (Otremba,
 2016, p. 112).



2.1.4 Corporate Governance


Despite its increasing importance in business administration over the last twenty years, the re


search on corporate governance is continually perceived as a predominantly unstructured and
 fragmented topic in the literature on business administration (Eulerich, Lohmann, Haustein,


& Tunger, 2014, p. 567). Therefore, this dissertation project uses the definition of Otremba
 (2016, p. 11). Corporate governance, which is mentioned in the context of companies and
 their management, deals with corporate management and control, which should lead to a sus


tainable ability of the company to create value. The integration of the various requirements
 of stakeholders such as the state or the owners, who are interdependent with the company,
 as well as the pursuit of the company’s own interests, commit the company to prioritize the
 available resources and to complete the agreements and goals to be fulfilled. Due to the
 fact that a company must meet both internal and external requirements, it must be noted that
 corporate governance is an internaloutward orientation (Otremba, 2016, p. 11).



2.1.5 IT Governance / Enterprise Governance of IT


While governance in the business context usually refers to the principles, business processes,
 measures and strategies defined by management to achieve business objectives, IT gover


nance refers to the structures and procedures used by organizations to ensure that IT is sup


portive in achieving the overall objectives of the business (Gantz, 2014, p. 22). The IT gover


nance framework includes a variety of processes and internal control mechanisms and meth


ods such as an IT policy, standard processes, or management plans (Gantz, 2014, p. 23).


In addition, IT governance enables the measurement of business performance, allowing ex


ecutives to check the degree of achievement of a previously defined business goal (Gantz,
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 2014, p. 22). The scope of IT governance (see fig 2.3) comprises five domains consisting
 of strategic alignment, value delivery, risk management, resource management and perfor


mance measurement (IT Governance Institute, 2007, p. 27). The strategic alignment is in


tended to ensure that IT and business are aligned with each other and that IT thus supports
 the business in achieving its corporate goals. The value added focuses on the optimization
 of costs within a company driven by IT on the one hand and on the focus on further benefits
 and advantages realizable through IT on the other hand. Through resource management, IT
 investments are to be made in advance and the acquired resources used in the best possible
 way. With risk management, managers should be able to identify potential risks at an early
 stage, create transparency for all employees with regard to risks and initiate appropriate mea


sures to reduce risks. Performance measurement is a method used to measure different areas
 and processes of a company. The measurements can be used to formulate adequate strategies
 and make appropriate decisions (IT Governance Institute, 2007, p. 6).
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Figure 2.3 The five domains of enterprise IT Governance (Gantz, 2014, p. 23; ad. IT Gov


ernance Institute, 2007, p. 27)


In the context of IT governance, the term Enterprise Governance of IT (Information Tech


nology) is often used, which is basically an alternative wording for IT governance. Enterprise
 Governance of IT is a relatively new and increasingly applied approach in both practising
 and academic domains. The concept describes organizational structures and processes that
 enable employees to achieve a profitable benefit for the company with the help of the in


vestments provided by IT (de Haes & van Grembergen, 2015, p. 5). EGIT is often referred
to as Business/IT Alignment, which means the… necessity of aligning IT with the needs of
the business dots(Mangiapane & Büchler, 2015, p. 18). Furthermore, the term Enterprise
Governance of IT can be understood as the development of an IT Governance. Due to the



(36)increasing importance of IT within a company and the resulting dependency of the entire
 company on IT, decisionmaking responsibility and responsibility has been shifted to the top
 management level (Hoedl, 2010, p. 3). This evolution can also be seen in the expansion of the
 COBIT application areas (see Figure 2.4), which in its fifth version serves as a framework for
 enterprise governance of IT and includes important principles for corporate management (de
 Haes & van Grembergen, 2015, p. 103).
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Figure 2.4 The evolution of the COBIT domain (ad. ISACA, 2019; Stroud, 2012, p. 5)
 The International Organization for Standardization (ISO)names the following six prin


ciples (de Haes & van Grembergen, 2009a, p. 4) for the compliance of IT governance.


Responsibility


Individuals and groups of an organization know and understand their areas of respon


sibility. The persons responsible for an activity also have the authority to carry it out.


Strategy


The corporate strategy takes into account the current and future potential of IT. The
 strategic IT concepts fulfill current and ongoing requirements of the corporate strategy.


Acquisition


The acquisition of IT tools is based on corresponding and continuous evaluations with
 open and transparent decisionmaking. An appropriate balance is balanced between
 short and longterm costs, benefits, opportunities and risks.


Performance


IT must be able to support the organization in its business processes, maintain the
required service quality and meet current and future requirements.
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 Conformance


IT must comply with all specified guidelines and standards. These are well defined,
 implemented and applied.


Human Behavior


The IT guidelines, practices and decisions should respect human behavior, including
 all current and future needs of the people involved.



2.2 Understanding of Data Governance within EGIT


In this section, the essential basics of the term data governance will be explained. First, in
 the subsection 2.2.1, the basic terms data, information and quality are defined. The term data
 quality is derived from this and explained in more detail. This is followed by an explanation
 of frequently mentioned data quality criteria, business drivers of data quality, causes and
 characteristics of poor data quality. The section 2.2.5 classifies data quality in the area of
 data governance.



2.2.1 Data quality and criteria


In practice as well as in science, it is undisputed that data quality is important for data pro


cessing. Nevertheless, there are differences in the definition of data quality by experts and
 in science. English (1999, p. 15) defines the term as The best way to look at information
 quality is to look at what quality means in the general marketplace and then translate what
 quality means for information. Another definition provides us Morbey (2011, p. 16) which
 describes it as… degree of fulfilment of the totality of requirements for the data needed for
 a particular purpose. This definition is only valid if data quality properties are met and …if
 these earmarked requirements on the data are defined and their fulfilment is systematically
 verifiable(Morbey, 2011, p. 16). Subject Matter Experts in the field are aware of this, but
 recognize significant changes in the way the data is used as well as in the origins of the data.


It is not possible to say exactly when a significant change in the requirements for good data
 quality has occurred in digital processing. Morbey (2011) recognizes that an increasing de


pendence of business processes on information systems, which in turn are based on data,
 means that high data quality can have a positive effect and low data quality a negative effect
 on business processes. The development of social media had a strong influence on the de


velopment of data volumes. OrtizOspina (2019) sees the starting point of this development
in 2004. However, statistics show that the actual data explosion came later (OrtizOspina,
2019). This explosion was accompanied by many developments that had a major impact on
data processing. A significant increase in the amount of data can be seen around the year
2010 where an exponential development has accelerated. According to Seagate (2019) the
data volume until 2019, well noticed of the data that were digitally recorded at all until this
point in time, should increase sixfold (6x) until 2015. The share of data concerning realtime
streaming will increase fortyfold (40x) from today’s volume during this time. One can clearly



(38)see from this that it is the new media and technologies that mainly influence this develop


ment. As a means of data quality assurance in the 1990s, data registration was still considered
 the most important task of data quality management (Baumöl & Meschke, 2009, p. 62). The
 opinion was that the more reliable and impeccable the information on which strategic and
 operational decisions are based, the less time and effort is required for subsequent and neces


sary error corrections. There is nothing wrong with that, as long as you always know where
 your relevant data is and you have access to the origin of the data. However, the emergence
 of social media brought with it a very different way of processing data and the existing data
 quality frameworks were not defined for this kind of data processing. The most important
 paradigm shifts that must be considered for future data governance are listed in Table 2.1. It
 should be noted that many of these shifts were recognized much earlier and are also being
 addressed in science. Many of the articles published on this topic show that data management
 has changed significantly and that a major impact can be expected from a governance point
 of view.


Table 2.1 Paradigm shifts in data management


From → To


Transaction (tables) → Event (streams) (Appel et al., 2013)


Cycles → Realtime (Lu et al., 2016)


Centralized systems → Federated systems (Villegas et al., 2012)
 Hard to scale → Dynamic scalable (Zhang & Zhang, 2010)
 Human centric → Software centric (RPA) (Kehoe et al., 2015)
 Product centric → Customer centric (Rust & Kannan, 2003)
 Deployment in weeks → Continuously in seconds (Savor et al., 2016)
 Inflexible, tightly coupled → Agile, loosely coupled (Orton & Weick, 1990)


Costly → Inexpensive (Armbrust et al., 2010)


Not easy to share → Easy to share (Hamari et al., 2016)


Idle → Utilized (Armbrust et al., 2010)


Closed source → Open source (Ye & Kishida, 2003)
 Software (As is) → Service (As used) (Turner et al., 2003)


Data It is the distribution of data in the cloud which will be a major challenge in data man


agement in the future. Regardless of where data is ultimately made available, the consolida


tion of data serves to gain information and knowledge. It is about measuring the organization.


In order to check whether goals have been achieved, whether the company behaves in accor


dance with the rules and whether it has adequately positioned itself against risks, managers
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